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IP address 



From Wiktpedia, the free encyclopedia. 

An IP address (Internet Protocol address) is a unique number that devices use in order to identify and 
communicate with each other on a network utilizing the Internet Protocol standard Any participating device — 
including routers, computers, time-servers, internet FAX machines; and some telephones — must have its own 
unique address. This allows information passed onwards on behalf of the sender to indicate where to send it next, 
and for the receiver of the information to know that it is the intended destination. 

The numbers currently used in IP addresses range from 0,0,0.0 to 255.255.255,255* though some of these values 
are reserved for specific purposes. This does not provide enough possibilities for every internet device to have its 
own permanent number. Subnet routing, Network Address Translation and the Dynamic Host Configuration 
Protocol (DHCP) server all allow local networks to use the same IP addresses as other networks elsewhere though 
both are connected to the Internet Devices such as network printers, web servers and email servers are often 
allocated static IP addresses so they can always be found. 

IP addresses are conceptually similar to phone numbers, except they are used in LANs (Local Area Network), 
WANs (Wide Area Network), or the Internet. Because the numbers are not easy for humans to remember, the 
Domain Name System provides a service analogous to an address book lookup called "domain name resolution* 
or "name resolution". Special DNS servers on the internet are dedicated to performing the translation from a 
domain name to an IP address and vice versa. 
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The Internet Protocol (IP) knows each logical host interface by a number, the IP address. On any given network, 
this number mu$t be unique among all the host interfaces that communicate through mis network. Users of the 
Internet are sometimes given a host name in addition to their numerical IP address by their Internet service 
provider. 

The IP addresses of users browsing the world wide web are used to enable communications with the server of the 
web site. Also, it is usually in the header of email messages one sends. In fact, for all programs that utilize the 
TCP/IP protocol, the sender IP address and destination IP address are required in order to establish 
communications and send data. 

Depending on one's Internet connection the IP address can be the same every time one connects (called a static BP 
address), or different every time one connects* (called a dynamic IP address). In order to use a dynamic IP 
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address, there must exist a server which can provide the address, IP addresses are usually given out through a 
server service called DHCP or the Dynamic Host Configuration Protocol If a static address is used, it must be 
manually programmed into parameters of the device's network interface. 

Internet addresses are needed not only for unique enumeration of hosted interfaces, but also for routing purposes, 
therefore a high fraction of them arc always unused or reserved. 

The unique nature of IP addresses makes it possible in many situations to track which computer — and by 
extension, which person — has sent a message or engaged in some other activity on the Internet. This information 
has been used by law enforcement authorities to identify criminal suspects; however dynamically-assigned IP 
addresses can make this difficult, 

IP version 4 

Addressing 

In version 4 of the internet protocol (IPv4), the current standard protocol for the Internet, IP addresses consist of 
32 bits, which makes for 4,294,967,296 (over 4 billion) unique host interface addresses in theory. If alt of these 
were used, that would be around one JP address per 21 ,3 square meters, or 70 square feet, of land In practice, 
because addresses are allocated in blocks, many unused addresses are unavailable (much like unused phone 
numbers in a sparsely-populated area code), so that there is some pressure to extend the address range via IP 
version 6 (see below). 

IPv4 addresses are commonly expressed as a dotted quad, four octets (8 bits) separated by periods. The host 
known as www.wtkipedia.org currently has the number 3482223596, written as 207.142.131.236 in basc-256: 

3482223596 equals 207x256 3 + 142*256* + 131X256 1 + 236x256°. (Resolving the name "www.wikipediiLorg" 
to its associated number is handled by Domain Name System servers.) 

IPv4 addresses were originally divided into two parts: the network and the host A later change increased that to 
three parts: the network, the subnetwork, and the host, in that order. However, with the advent of classless inter- 
domain routing (C(DR), this distinction is no longer meaningful, and the address can have an arbitrary number of 
levels of hierarchy. (Technically, this was already true any time after the advent of subnets, since a site could elect 
to have more than one level of submitting inside a network number.) 

For more information on current IPv4 address ranges, see tables on class ranges and special (reserved) ranges. 
See also: Glassful network 

Assignment 

Each interface of a device is assigned* at least theoretically, a unique IP address. In practice, some interfaces may 
be unnumbered, and many addresses are not globally unique. 

The actual assignment of an address is not arbitrary. The fundamental principle of routing, that addresses encode 
information about a device's location within a network, implies that an address assigned to one part of a network 
will not function in another part of the network. A hierarchical structure, standardized by CIDR and overseen by 
the Internet Assigned Numbers Authority (IANA) and its Regional Internet Registries (RIRs), manages the 
assignment of Internet address worldwide. Each RIR maintains a pub Heal ly searchable WHOIS database that 
provides information about IP address assignments; information from these databases plays a central role in 
numerous tools which attempt to locate TP addresses geographically. 
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(See List of assigned Class A IP addresses for a list of some of the large Class A address blocks currently 
assigned.) 

Exhaustion 

Some private IP address space has been allocated via RFC 1918 (http://wwwjetf.oi^/rfb/rfcl 91 8>txt). This means 
the addresses are available for any use by anyone and therefore the same RFC 1918 

(http://www.ietf.org/rfc/rfcl918.txt) IP addresses can be reused. However they are not routable on the Internet. 
They are used extensively due to the shortage of registerable addresses. Network address translation (NAT) is 
required to connect those networks to the Internet. 

While a number of measures have been taken to conserve the limited existing IPv4 address space (such as the use 
of NAT and Private Addressing), the number of 32-bit IP addresses is not sufficient to accommodate the long- 
term growth of the Internet For this reason, the plan is that the Internet 128-bit IPv6 addressing scheme will be 
adopted over the next 5 to 1 5 years. 

See also: IPv4 address exhaustion 



What would be considered 7Pv5 existed only as an experimental non-IP real time streaming protocol called ST2, 
described in RFC 1819 (httpy/www.ietf.or^rfc/rfcl 8 I9.txt). In keeping with standard UNIX release conventions, 
all odd-numbered versions are considered experimental, and this version was never intended to be implemented; 
the protocol was not abandoned. RSVP has replaced it to some degree. 

IP version 6 

In IPv6, the new (but not yet widely deployed) standard protocol for the Internet, addresses are 128 bits wide, 
which, even with generous assignment of netblocks, should suffice for the foreseeable future. In theory, there 

would be exactly 2 ,28 ? or about 3-403 * 10 38 unique host interface addresses. If the earth were made entirely out 
of 1 cubic millimeter grains of sand, then you could give a unique address to each grain in 300 million planets the 
size of the earth. This large address space will be sparsely populated, which makes it possible to again encode 
more routing information into the addresses themselves. 

Addressing 

A version 6 address is written as eight 4-digit hexadecimal numbers separated by colons. For readability, 
addresses may be shortened in two ways. Within each colon-delimited section, leading zeroes may be truncated 
Secondly, one string of zeroes (and only one) may be replaced with two colons (::). For example, all of the 
following addresses are equivalent: 

- 1080:0000:0000:0000:0000:0034:0000:41 7A 
• 1080:0:0:0:0:34:0:417A 
m 1080::34;0;4!7A 

Global unicast IPv6 addresses are constructed as two parts; a 64-bit routing part followed by a 64-bit host 
identifier. 
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Netblocks are specified as in the modem alternative for IPv4; network number, followed by a slash, and the 
number of relevant bits of the network number (in decimal). Example: 12AB::CD30:0:0:0:0/60 includes all 
addresses starting with 12AB00000000CD3. 

IPv6 has many improvements over IPv4 other than just bigger address space, including autorenumbering and 
mandatory support for IPsec. 

Further reading: Internet RFCs including RFC 791 (http://wwwJetf.org/rfc/rfc79Ltxt), RFC 1519 
(http://wwwJctf.org/rfc/rfcl519.txt) (IPv4 addresses), and RFC 2373 (http://wwaetf.oi^rfb/rfc2373.txt) (IPv6 
addresses). 

See also 

■ PING 

■ MAC address 

■ Regional Internet Registry 

■ African Network information Center 

■ American Registry for Internet Numbers 
* RIPE Network Coordination Centre 

■ Asia-Pacific Network Information Centre 

■ Latin American and Caribbean Internet Addresses Registry 

■ Subnet address 

■ Geolocation software 



■ Introduction to geolocation by IP address (http^/www.linuxjournalxom/article/7856) 

• Articles on CirclelD about IP addressing (http://wvwxircleidxom/community/topics/viewAP% 
20Addressing/) 

■ IP Spoofing: An Introduction (http://wvw.securityfocus.eom/infocus/l ($74) 

■ TP-Address Management on LANs (hup://www.byte.com/art/9602/secl6/art4.htai) - article in Byte 
magazine 

■ IP-Address: detailed text description (http://sceyourip.info/) 

■ Introduction to IP address allocation 
(http://wwwxircleid.com/posts/ip_address_aliocation_vs_mtemet 

■ Community project to geotargct IP addresses (http^/wwwiiostipjnfo/) 
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